i Olarak; Guvenli
ernet Kullanimi igin
rime Diisen Gorevler

internetteyken sizi rahatsiz eden, Zararli ve

BILMELERIi GEREKENLERI OGRETIN rahatsiz edici internet sitelerini
Deéerli VeIiIer' www.ihbarweb.org.tr adresine ya da 0312 582
= 1. internette tanimadiklari kisilerden gelen 82 82 numarali telefona hemen sikayet edin.

AILEMIiziN YENi UYESiNi TANIYIN arkadaslik tekliflerine hayir demeyi,

2. Hoslanmadiklari bir durumu sizinle

1. En az ¢ocugunuzu koruyacak kadar internet paylasmalari gerektigini, SOSYAL AéLARA DiKKAT EDiN
kullanmay!i 6grenin,

) 3. internet izerinden gelen cazip, fakat aldatici
2. Internet kullaniminda yasaklayici degil, zaman teklifleri reddetmeyi,

agisindan sinirlayici olun,

1. Cocugunuz bu sitelere (6rn. facebook)
lUye ise, sizde lye olup on un arkadasi olun.

4. Internetin gercek hayattan cok farkli 2. Profillerindeki gizlilik ayarlarini

3. Internetin derslerini aksatmasina izin vermeyin, 5
oldugunu, yapmasini saglayin.

4. Diger sosyal aktivitelere katilimini 6zendirin, 5. Hayatin sadece internetten ibaret olmadigini... . )
(6gretin)! 3. Tam isim, adres, telefon, okul, 6zel
ogretin)!.

. fotograflarini paylasmamasini sdyleyin.
5. Internet sebebiyle sorumluluklarini yerine & paylas viey

etirmemesine firsat vermeyin. = i7 A
& Y ONCE SIZ ORNEK OLUN 4. Tanimadiklari kisileri arkadas listelerine
eklememelerini soyleyin.

OLASI TEHLIKE ve RISKLER... DIKKAT!!!

1. internet kurallari belirleyin ve bunlara énce siz
uyun, 5. Arkadasi olarak kimlerle arkadashk
1. Asiri kullanimin sebep oldugu internet ettigini araliklarla kontrol edin.

bagimlihg, 2. Cocuklarinizla aranizda aile sézlesmesi
imzalayin ve uygulayin,

2. Fiziki saglik sorunlari, (ekran baginda asiri vakit

gecirmekten kaynakli 3. Belirlediginiz internet kullanim zamanina siz

. de riayet edin,
3. Ofke, siddet ve yalnizlik gibi psikolojik sorunlar,

(sosyal cevre yoksunlugu) 4. internet disinda aile ici aktiviteler diizenleyin,

4. Siddet ve miustehcen igerikli gorlintilerin . . . - .
. . 5. Cocugunuzun en iyi ve en givenli limani siz
(tehlikelerini... 6grenin!!! olun.

2.Sayfa 3.Sayfa 4.Sayfa


http://www.ihbarweb.org.tr/

Sevgili Ogrenciler;

10 Temel Kural

SANAL DYNA; GERGEK YASA

1.internette gecirdigin siireleri kontrol etmelisin. Hayat
sadece internetten ibaret degildir. Arkadaslarinla
beraber gercek hayatta da eglenebilirsin.

2.internette gezinmek igin evinizi ve ailenizle birlikte
oturdugunuz odayi tercih edin.

3.Segimlerinizi ailenizle ve 6gretmenlerinizle beraber
yapin. Onlara danismaktan ¢ekinmeyin. Begendiginiz
siteleri Sik Kullanilanlar’a ekleyebilirsiniz.

4.internette karsilastiginiz herhangi bir bilgiyi baska
kaynaklardan da sorgulayin ve dogrulugunu arastirin.
Ayrica, bir 6dev hazirladiginizda, buldugunuz bilgileri ve
kullandiginiz resimlerin kaynagini mutlaka
belirtmelisiniz.

5.Tanimadiginiz kisilerle sohbet etmeyin. Sosyal
paylasim sitelerinde kesinlikle tanimadiginiz kisilerle
arkadas olmayin. Yeni arkadaslar edinmek eglenceli
olabilir ancak unutmayin ki bazilari kendileri hakkinda
yalan soyleyebilir.

6.internet ortaminda tanistigin bir yabanciyla gercek
hayatta bulusmamalisin. Gergekten tanismak istedigin
biri olursa yaninda mutlaka aile bireylerinden bir
yetiskin olmali ve bulusmak igin kalabalik yerleri tercih
etmelisin.

7.internet ortaminda kisisel ve 6zel bilgilerinizi
vermeyin. Kullanilan sifreler higbir sekilde baskalariyla
paylasilmamali, kolay elde edilebilecek yerlere
yazilmamali. Verdiginiz ufak gibi gorinen bilgiler bile
kotl niyetli kisiler tarafindan kullanilabilir.

8.Tanimadiginiz  kisilerden gelen mesajlari  asla
acmamalisiniz. ClinkG bunlar genellikle uygunsuz,
virisli ya da gereksiz seyler icermektedir. Bunlara
karsi bilgisayarinizda mutlaka giincel bir anti-viris ve
givenlik programi bulunmalidir.

9.Size yapilmasini istemediginizi bagkalarina da
yapmayiniz. Kimseye hakaret, argo, kuflrli hitap
etmemelisiniz. Ylzine soylemek nasil saygisiz bir
hareketse internet tGzerinden yapmak da 6yledir.

10.internet ortaminda sizi rahatsiz eden seylerle
(kisilerin kuftirli ve argo konugmalar, hakaretler,
uygunsuz  teklifler ya da zararh sitelerle)
karsilastiginizda ailenize, 06gretmenlerinize ya da
ihbarweb’e (www.ihbarweb.org.tr) sikayet
edebilirsiniz.

Sosyal Ag Kullamirken

1. Kisisel bilgilerinizi herkesle paylasmamanizi tavsiye
ederiz.

. Telefon numaraniz.
. Ev, okul ve ig adresiniz.
. Dogum giiniiniiz, yasiniz.

. T.C. kimlik numaraniz.
. E-mail adresiniz.
2. Paylastiklariniz seyleri istemediginiz kisilere kapatin.
. Gonderilerinizi.
. Ailenizle ilgili bilgilerinizi.
ilgilendiklerinizi.

. Dini inang ve siyasi goruslintzu.
. Bulundugunuz yeri.
. Size ait fotograf ve videolarinizi.

3.  Tanimadiginiz kisilerin arkadaslik tekliflerini
reddedin. Clnki

. Tanimiyorsunuz.

. Niyetini bilmiyorsunuz.
. Zarar gorebilirsiniz.

. Uziilebilirsiniz.

4.  Guglu sifreler olusturun ve sifrenizi kimseyle
paylasmayin. Clnki

. Sizin adiniza arkadaslariniza mesaj gonderebilirler,
zor durumda kalirsiniz.
. Profilinizde sizin istemediginiz seyleri

paylasabilirler.

——— - =

CERKEZKOY ATATURK iLKOKULU
ILKOKULU

VELI -OGRENCI
BILGILENDIRME
BROSURU

Giivenli internet
Kullanimi

1.Sayfa
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| Safety Label eSafety Label - Action Plan

Action plan submitted by Esra AK for Cerkezkéy Atatirk ilkokulu - 05.12.2020 @ 19:16:10

By submitting your completed Assessment Form to the eSafety Label portal you have taken an
important step towards analysing the status of eSafety in your school. Congratulations! Please
read through your Action Plan carefully to see what you can do to improve eSafety further in your
school. The Action Plan offers useful advice and comments, broken down into 3 key areas:

infrastructure, policy and practice.

Infrastructure
Technical security

» ltis important that your ICT services are regularly reviewed, updated and removed if no longerin use. Installing
the latest versions and patches often addresses security vulnerabilities without which your services might come

under attack. Ensure that this is part of the job description of the ICT coordinator.

* An educational approach and building resilience in pupils of all ages is also key to safe and responsible online
use so bring together all teachers to have a discussion on how they will talk to their pupils about being a good
and safe digital citizen. See www.europa.eu/youth/EU_en for examples of discussions that can take place in the

classroom on this topic, through role-play and group games.

» Itis very good that all your school devices are virus protected. Make sure you also have included a paragraph on
virus protection in both your school policy and your Acceptable Use Policy, and ensure that staff and pupils
rigorously apply school guidelines. If you need further information, check out the fact sheet on Protecting your

devices against malware at www.esafetylabel.eu/group/community/protecting-your-devices-against-malware.
Pupil and staff access to technology

* Since staff and pupils can use their own equipment on your school network, it is important to make sure that the
Acceptable Use Policy is reviewed regularly by all members of the school and adapted as necessary. It must be
discussed with pupils at the start of each academic year so that they understand what is in place to protect them
and their privacy, and why. Base the policy around behaviour rather than technology. Visitors must also read and

sign the Acceptable Use Policy before they use the school's network.

» Consider whether banning mobile devices is a rule that is fit for purpose and if your school might want to allow
digital devices for some class activities.You could develop as part of your Acceptable Use Policy a section on how

digital technologies can and cannot be used in the classroom; see the fact sheet on Using Mobile Phones at

School (www.esafetylabel.eu/group/community/using-mobile-device-in-schools).
Data protection

* Your new users are given a standard password and are asked to generate their own password on their first


http://www.europa.eu/youth/EU_en
https://www.esafetylabel.eu/group/community/protecting-your-devices-against-malware
https://www.esafetylabel.eu/group/community/using-mobile-device-in-schools

access. Passwords offer unique entry points into the school computing system and some basic rules of
password security should be rigorously applied. For further information, read the fact sheet on Safe passwords at

www.esafetylabel.eu/group/community/safe-passwords.

Include these rules in your Acceptable User Agreement and avoid giving new users a standard “first access"

password.

* You have a good policy of encrypting pupil data and storing it safely. Ensure all new staff made aware of the
procedures for encryption and data handling and that there is a named point of contact acting as the data
controller for your school. Upload to your school profile some guidelines about protecting sensitive data through

an encryption system so that other schools can benefit from your experience.

¥ Itis good that your school provides training materials on the importance of protecting devices, especially
portable ones. Please consider sharing those with others through the in . Also ensure that your materials are

regularly reviewed to ensure they are in line with the state of the latest technology.
Software licensing

¥ ltis important to ensure that all new staff are briefed about the effective processes you have for the installation of
new software. This will mean that the security of your systems can be maintained and that staff can try out new

software applications that will help teaching and learning.

» Itis good that you can produce an overview of installed software and their licences in a short time frame with the

help of several people. Consider centralising this.

IT Management

Policy
Acceptable Use Policy (AUP)

» Itis good that you have an Acceptable Use Policy for all members of the school community. Regularly review the
AUP to ensure that it is still fit for purpose; to ensure that your AUP is sufficiently comprehensive, take a look at
the fact sheet and check list on Acceptable Use Policy at www.esafetylabel.eu/group/community/acceptable-
use-policy-aup-.

Reporting and Incident-Handling

» Are all staff familiar with the procedure for dealing with material that could potentially be illegal? Is there a named
person from the school senior leadership team who takes overall responsibility in this type of case? The
procedure needs to be clearly communicated to all staff in the School Policy, and to staff and pupils in the

Acceptable Use Policy. Remember to report and suspected illegal content to your national INHOPE hotline

(www.inhope.org).

» Ensure that all staff, including new members of staff, are aware of the guidelines concerning what to do if
inappropriate or illegal material is discovered on a school machine. Ensure, too, that the policy is rigorously

enforced. A member of the school's senior leadership team should monitor this.


https://www.esafetylabel.eu/group/community/safe-passwords
https://www.esafetylabel.eu/group/community/acceptable-use-policy-aup-
http://www.inhope.org

Staff policy

* New technologies, such as smartphones or other mobile devices bring a new set of risks with them. Ensure that
your teachers are aware of those. This way they can avoid the pitfalls when using the devices and also pass the

knowledge onto the pupils.

* You have guidelines in your Acceptable Use Policy (AUP) on teachers’ classroom usage of mobile phones.

Upload your AUP to your school profile as it is a model of good practice that can help other eSafety Label schools.

» Ensure that all staff, including new members of staff, are aware of the policy concerning online conduct. This
should be a topic that is regularly discussed at staff meetings and clearly communicated in the School Policy, and

to staff and pupils in the Acceptable Use Policy. Regularly review and update both documents as necessary.

Pupil practice/behaviour

* Your school has a school wide approach of positive and negative consequences for pupil behaviour. This is good
practice, please share your policy via the My school area of the eSafety portal so that other schools can learn

from it.

* You have defined electronic communication guidelines in your Acceptable Use Policy and this would be a useful
example of good practice for other schools. Can you create a tutorial about electronic communication guidelines
for pupils and upload it to your school profile via your My school area so that other schools can benefit from your

experience.

School presence online

» Itis good that pupils can give feedback on the school's online presence. Think about creating a space thatis
entirely managed by pupils. It's a great opportunity to learn about media literacy and related issues. It also can

help to establish a peer network of support. Find out more about in the eSafety Label fact sheet.

* Check the fact sheet on Taking and publishing photos and videos at school

ublishing-photos-and-videos-at-school) to see that your
School Policy covers all areas, then upload this section of your School Policy to your profile page via your My

school area so that other schools can learn from your good practice.

Practice

Management of eSafety

» Ensure that the governor or board member appointed for eSafety has the opportunity to receive regular training
and also to ensure that colleagues are aware of eSafety issues. Involve your governing body in the development

and regular review of your School Policy. See our fact sheet on School Policy

www.esafetylabel.eu/group/community/school-policy.
eSafety in the curriculum

» Itis good practise that in your school Cyberbullying is discussed in the curriculum with pupils from a young age.


http://www.esafetylabel.eu/group/teacher/my-school-area
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» Itis good practice that all pupils in all year groups in your school are taught about eSafety. It continues to be
important to review regularly the curriculum provision to ensure it meets ever-changing needs. If you have a
curriculum review process of this kind, it would be helpful to other schools if you could publish this on your

school profile. To upload go to your My school area.

» Sexting is an issue which affects many young people. Sharing possible consequences and risks with them is
important, as is the opportunity for some discussion around the issue. Sexting should be part of a broad and

balanced eSafety curriculum.

» ltis good that you are making a specific reference to sexting within your child protection policy as this is a
growing issue that many young people are having to deal with. It is also important to ensure that you are

providing appropriate education for pupils about this issue.

¥ ltis very good that, in your school, pupils are taught from an early age on about responsibilities and
conseqguences when using social media. Please share any resources through the uploading evidence tool,

accessible also via the My school area.

Extra curricular activities Sources of support

» Itis great that you have a staff member which is knowledgable in eSafety issues who acts as a teacher of

confidence to pupils.

» Itis good to know that other school services are involved in eSafety issues (e.g. counsellors, psychologists,
school nurse). Are they also invited to contribute to developing and regular review of your School Policy? Publish
a case study about how this is managed in your school on your school profile page on the eSafety Label project

website, so that others can learn from your experience.

Staff training

* Your school makes sure that every teacher is trained on cyberbullying. Please share resources that are used in
these trainings via uploading them to your My school area. Are you also monitoring the effect that this training

had on the number of incidents?

¥ Itis good practise that you provide information to teachers on the technology used by pupils in their freetime.
This is important as this awareness is the first step in addressing the issue of powering down for school. At the
same time pupils should not be asked to do their homework using technology not available to them outside of

schools. You might want to have a look at the Essie Survey of ICT in schools.

The Assessment Form you submitted is generated from a large pool of questions. It is also useful
for us to know if you are improving eSafety in areas not mentioned in the questionnaire. You can
upload evidence of such changes via the Upload evidence on the My school area section of the
eSafety Portal. Remember, the completion of the Assessment Form is just one part of the
Accreditation Process, because the upload of evidence, your exchanges with others via the

Forum, and your reporting of incidents on the template provided are all also taken into account.
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